Background Check Policy

1. Introduction

This comprehensive Background Check Policy outlines the procedures and
guidelines for conducting background checks on potential and current employees.
Our organization is committed to maintaining a safe, secure, and compliant work
environment while respecting individual privacy rights.

11 Purpose

The purpose of this policy is to ensure that our hiring and employment practices
are consistent, fair, and in compliance with all applicable laws and regulations. By
implementing thorough background checks, we aim to:

» Verify the accuracy of information provided by candidates and employees
e Protect the safety and security of our workforce, clients, and assets

» Maintain the integrity and reputation of our organization

» Ensure compliance with legal and regulatory requirements

» Mitigate potential risks associated with hiring and employment decisions

1.2 Scope

This policy applies to all potential new hires, including full-time, part-time,
temporary, and contract employees. It also covers current employees in certain
circumstances, such as promotions or transfers to positions with different levels of
responsibility or access to sensitive information.

2. Types of Background Checks

Our organization may conduct various types of background checks, depending on
the nature of the position and level of responsibility. These may include, but are
not limited to:
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2.1 Criminal History Check

A comprehensive search of criminal records at the federal, state, and county
levels to identify any past criminal convictions or pending charges.

2.2 Employment Verification

Confirmation of previous employment history, including dates of employment,
positions held, and reasons for leaving.

2.3 Education Verification

Validation of educational credentials, including degrees, diplomas, and
certifications claimed by the candidate.

2.4 Professional License Verification

Confirmation of any professional licenses or certifications required for the
position, including their current status and any disciplinary actions.

2.5 Credit History Check

A review of credit history for positions involving financial responsibilities or access
to sensitive financial information.

2.6 Driving Record Check

Examination of driving history for positions requiring operation of company
vehicles or frequent driving as part of job duties.

2.7 Drug Screening

Pre-employment drug testing and potential ongoing screenings as required by
company policy or regulatory requirements.

2.8 Social Media Screening

Review of publicly available social media profiles for information relevant to job
qualifications and potential risks.
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3. Background Check Process

3.1 Consent and Disclosure
Prior to conducting any background check, the organization will:

o Provide written disclosure to the candidate or employee regarding the nature
and scope of the background check

o Obtain written consent from the individual to conduct the background check

» Inform the individual of their rights under applicable laws, including the Fair
Credit Reporting Act (FCRA)

3.2 Timing of Background Checks
Background checks will typically be conducted:
o After a conditional offer of employment has been made

» Prior to finalizing a promotion or transfer to a position with increased
responsibilities

o Periodically for certain positions as required by law or company policy

3.3 Conducting the Background Check

All background checks will be conducted by a reputable third-party provider
specializing in employment screening services. The provider will be selected
based on their compliance with all applicable laws and industry best practices.

3.4 Review of Results

The results of background checks will be reviewed by authorized personnel in the
Human Resources department. Any potentially adverse information will be
carefully evaluated in the context of:

e The nature and gravity of the offense or conduct

e The time that has passed since the offense, conduct, or completion of the
sentence
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e The nature of the job sought or held

3.5 Adverse Action Procedures

If the organization considers taking adverse action based on the results of a
background check, the following steps will be taken:

o Provide the individual with a pre-adverse action disclosure, including a copy
of the background check report and a summary of their rights under the FCRA

o Allow the individual a reasonable opportunity (typically 5-10 business days) to
dispute the accuracy or completeness of the information

o If adverse action is ultimately taken, provide the individual with an adverse
action notice, including the name and contact information of the consumer
reporting agency

4. Confidentiality and Record Keeping

4.1 Confidentiality

All information obtained through background checks will be treated as confidential
and will only be shared with individuals who have a legitimate need to know in the
course of their official duties.

4.2 Record Keeping

Background check reports and related documentation will be maintained in
secure, confidential files separate from personnel files. These records will be
retained and destroyed in accordance with applicable laws and the organization's
record retention policy.

5. Compliance with Laws and Regulations

This Background Check Policy is designhed to comply with all applicable federal,
state, and local laws and regulations, including but not limited to:

 Fair Credit Reporting Act (FCRA)
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Equal Employment Opportunity Commission (EEOC) guidelines
Title VII of the Civil Rights Act of 1964

Americans with Disabilities Act (ADA)

State-specific ban-the-box laws and fair chance hiring regulations

5.1 Regular Policy Review

This policy will be reviewed annually and updated as necessary to ensure ongoing
compliance with changing laws and regulations.

6. Training and Education

The organization will provide regular training to all employees involved in the
hiring process, including:

» Proper procedures for requesting and reviewing background checks
» Understanding and interpreting background check results
o Compliance with relevant laws and regulations

e Recognizing and avoiding discriminatory practices in the use of background
check information

7. Exceptions and Special Circumstances

Any exceptions to this policy must be approved in writing by the Director of
Human Resources and the Legal Department. Special circumstances that may
warrant exceptions include:

» Positions requiring government security clearances
e Regulatory requirements specific to certain industries or job functions

» International hiring considerations

8. Dispute Resolution
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Candidates or employees who wish to dispute the accuracy or completeness of
information in their background check report should follow these steps:

1. Contact the consumer reporting agency that provided the report to file a
formal dispute

2. Provide any supporting documentation or evidence to substantiate the dispute
3. Inform the Human Resources department of the ongoing dispute

4. Allow for a reasonable time for the dispute to be investigated and resolved

9. Policy Enforcement

Failure to comply with this Background Check Policy may result in disciplinary
action, up to and including termination of employment. The organization reserves
the right to modify or amend this policy at any time as it deems necessary.

10. Contact Information

For questions or concerns regarding this Background Check Policy, please
contact:

Human Resources Department
Email: hr@companyname.com

Phone: (XXX) XXX-XXXX

11. Acknowledgment

All employees are required to acknowledge that they have read, understood, and
agree to comply with this Background Check Policy. A sighed acknowledgment
form will be kept in each employee's personnel file.

By implementing this comprehensive Background Check Policy, our organization
demonstrates its commitment to maintaining a safe, secure, and compliant work
environment while respecting individual privacy rights and promoting fair hiring
practices.
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